IEC 62488-3

Edition 1.0 2021-04

INTERNATIONAL
STANDARD

colour
inside

Power line communication systems for power utility applications —
Part 3: Digital Power Line Carrier (DPLC) Terminals and hybrid
ADPLC Terminals

INTERNATIONAL
ELECTROTECHNICAL
COMMISSION

ICS 33.200 ISBN 978-2-8322-9698-1

Warning! Make sure that you obtained this publication from an authorized distributor.

® Registered trademark of the International Electrotechnical Commission



-2- IEC 62488-3:2021 © IEC 2021

CONTENTS

O T T 1 I PP 7
INTRODUGCTION ..ot e et e e e e et e e e e et et e aarean e e ea s e an e e et e ean e enaeeneeen 9
1 oo o1 S PPt 10
2 NOIMALIVE FEIEIENCES ..oeiiiiiie ettt e e e 11
3  Terms, definitions and abbreviated terms ... 12
3.1 Terms and definitioNS. ... 12
3.2 Abbreviated termMs ... 13

4  Generic structure of DPLC and ADPLC terminals .........coooiiiiiiiiiiiiic e 14
5 ACCESS SIde INtErfaCeS . e 17
5.1 LT =Y o =T - ¥ S 17
5.2 Digital INTEITACES . .ee i 17
5.2.1 Ethernet IEEE 802.3 interface........ooooeiii e 17
5.2.2 Serial INTErTaCE . cvniie 18

5.3 ANAIOGUE INTEIfACES ... cvei 18
5.4 Teleprotection system interface ..........oooiiiiiii i 19
5.4.1 DS i P O e 19
5.4.2 Integrated teleproteCtion .. ... ..o 19
5.4.3 Teleprotection interface frequency band ............ccccooiiiiiiiiiiici e, 19
5.4.4 Teleprotection interface impedance ... 19
5.4.5 Teleprotection interface reflection............coooiii i, 19
5.4.6 Teleprotection interface signal levels ..., 20
5.4.7 Teleprotection interface control Circuits...........ccocceeiiiiiiiiii e, 20

I o | 11 =TT o =Y o - U= P 20
6.1 DPLC high frequency band & channeling ..o, 20
6.2 [ =To [UT=T g Tox VA= Ve o] U - 1) P 21
6.3 SIGNAl TEVEIS ..o 21
6.4 IN-DaNA EMISSIONS ...t 21
6.5 Nominal IMPEAANCE ... .. e 21
6.6 =Y (0 o o T o 1= 21
6.7 Degree of unbalance to earth..........oooiiiiiii i 21
6.8 1= o] oL Yo T o2 21
6.9 SPUIIOUS BIMISSIONS ettt et e e e e e e et e e e e e eaeeaees 22
6.10 Nominal output power in the high frequency band ... 23

7 Quality and PerfOrMaNCE. ... ... 23
7.1 L= o= ¥ S 23
7.2 Dynamic range of the DPLC reCeIVEr ......ciuiiiiiii e 24
7.3 Bt AT . e e 24
7.4 Start-UP M e e 25
7.5 Recovery time after synchronization 10SS ..........cccoiiiiiiiii e 25
7.6 S BN S VY Lot 25
7.7 Sl IVItY it 25
7.8 Adaptability to line conditionS.........cc.oieiiii 25
7.9 Quality of voice Channels ... 25

7.10 Telephone signalling transSmMiSSION ......c.oiuiiiiiiiiii e 26



IEC 62488-3:2021 © IEC 2021 -3-

7.11  Quality on the serial DATA channels .........coooiiiiiiii e 26
7111 LY o= = | P 26
7.11.2 Bt TAEE et 26
7.11.3 B R e 26
7.11.4 Nominal transmission link delay .........ooiiiiii e 27

7.12 Quality of the frame transmission using Ethernet interfaces .....................oooi. 27
7.121 LT o= = | P 27
7.12.2 LAN £0 LAN SPEEA ..eiiiiiiii e 27
7.12.3 LAN 10 LAN TQtENCY .ooniiiiiii e 27
7.12.4 Packet loss on the LAN transfer.........coooiiiiiiii e 27

S =3 {1 o o PPN 27

8.1 LT a1 = PP 27

8.2 Test setup for DPLC liNK teStS....uuiviii e 28

8.3 SigNal t0 NOISE Fatio ... 28

8.4 REIUIN 108 S e 28

8.5 Degree of unbalance to earth...........coi i 30
8.5.1 GBNEIAL ..t 30
8.5.2 Longitudinal CoNVErsion 10SS .......cuuuiiiiiiiii e 30
8.5.3 Output Signal balanCe ... ... 31

8.6 JLIR= 1 o 11 o N o 1= S 31

8.7 Spurious and in-band emMIiSSIONS ... 32

8.8 Sl IV Iy it 33

8.9 Bt ErTOr FAte .o e 35

8.10 Serial data transmission delay ........ccouiiiiiiiiiii 37

8.11 Dynamic range of the DPLC r€CEIVEN ......cuiiiiiiiiii e 38

8.12  LAN 10 LAN teSHING oot 38
8.12.1 GBNEIAL ..t 38
8.12.2 Maximum LAN to LAN throughput ..., 39
8.12.3 [N o N AV = (=Y T 39

8.3 StaArt-UP fiME . e 39

8.14 Recovery time after synchronization 10SS ..........cooiiiiiiiiii e, 39

9  Configuration and Management ... ..o 40

9.1 L= o= ¥ S 40

9.2 CON I GUIATION oo e 40

9.3 Network management SYSTEM ... ... 40

9.4 Local terminal @larms ... ... 40

9.5 EVENT [OGGING ...t 41

O OV o 1= g T =T o U 4 | Y PP 41

1O B 1= o =Y - | PP 41

10.2  Transmitted payload ... 41

10.3  Management iNtErfacCe .......ccoiiuiiiiii i 41
10.3.1 LT o= = | P 41
10.3.2 Legacy-style management interfaces / Manufacturer-specific

management iNtErfaces ..o 42
10.3.3 LAN/WAN connected management interfaces ..........ccooooiiiiiiiiiiiicnn, 42

10.3.4 Authentication and role-base model ... 42



-4 - IEC 62488-3:2021 © IEC 2021

10.4 Network management system interface............coooiiiiiiiiiiii i 42
10.5 Security-related event l0gging ... ..o 43

T DL SaAf Y cuuiiiii e 43
T T 7= o =Y =Y S 43
11.2  Safety reference standard..............ooeiiiiiiiii 43
11.3 Classification of DPLC terminals .........ooooiiiiiiii e 43
T1.4  INGress ProteCtioN ... e 44
11.5  Type and roUting 1eStS ... 45
12 Storage and transportation, operating conditions, power supply........ccoooiiiiiiiiiiiinnnn. 47
12.1  Storage and transportation.............oooiii i 47
12.1.1 Climatic CoONAItioONS ... 47
12.1.2 MECRNANICAL ... 48
12.2 Operating CoNditioNS ... ... 50
12.2.1 Climatic CONAItiONS ... e 50
12.2.2 MECRNANICAL ... 51
12.2.3 Operating conditions set of tests. ... 51
B2 T w0 Y=Y = U | o o ] S 52
12.3.1 O =T o] o1 Y 52
12.3.2 D L O = U o o] 52

S T = 1V PP 53
13.1  Emission and immunity reference standards ... 53
132 BSOS 0N o 53
13.2.1 Radiated and conducted emisSion ..........coiiii i 53
13.2.2 Low frequency disturbance emisSion ..........ccccoiiiiiiiiiiii i 58

B 2R T 1 a0 08 0 12N 58
13.3.1 EMC enVvironment . .o 58
13.3.2 Functional requUIirements ... ..o 60
13.3.3 IMmuUNity teSt ISt . oo 60
Annex A (informative) HF modulated power signal for ADPLC............cooiiiiiiiiiiiee, 63
A1 L= o =T ¥ S 63
A.2 Computation model of ADPLC ... e 63
A.3 Distribution of E/U ratio of voice channels.............coooiiiiiiiiiii i, 65
A4 Distribution of E/U ratio of sinusoidal waves....... ..o 67
A.5 Example of E/U ratio of a digital signal.............ccooiiiiiii e 68
A.6 Composite distribution of E/U ratios ..o 69
A.7 RMS power and load capacity of voice signals...........ccooviiiiiiiiii i 71
A.8 Comprehensive load capacity for ADPLC ... 73
A.9 Simplified computation method for comprehensive load capacity .......................... 74
710 [T Yo = o1 2 V78 75

Figure 1 — Schematic representation of the elements needed to implement a PLC

LS 21 (=] 2 N 11
Figure 2 — Generic architecture of a DPLC terminal ... 15
Figure 3 — Generic structure of an ADPLC terminal............cooiiiiiiiiiii e, 16
Figure 4 — ETH IEEE 802.3 RJ45 type CONNECIOr ...c.uiiuiiiiiii e 17

Figure 5 — ETH IEEE 802.3 SC type CONNECION ....uiiiiiiiii e 18



IEC 62488-3:2021 © IEC 2021 -5-

Figure 6 — Tapping loss limits for DPLC terminals ..........ccoouiiiiiiiiiiiiie e, 22
Figure 7 — Max level of spurious emissions outside the high frequency band ........................ 23
Figure 8 — Reference points for measuring DPLC parameters...........ccooviiiiiiiiiiiiiie e, 24
Figure 9 — Block diagram of a serial data channel ... 26
Figure 10 — Test circuit for return loss measurement............coooiii i, 29
Figure 11 — Test circuit for LCL measurement (transmission port)...........ccoooeviiiiiiiiiiiiniiennns 30
Figure 12 — Test circuit for OSB measurement (RX port) ..o 31
Figure 13 — Test circuit for tapping loss measurement ............ccooiiiiiiiiiiiiii i, 32
Figure 14 — Test circuit for spurious and in-band emissions measurement.................cc..cc...e. 33
Figure 15 — Test circuit for selectivity measurement..............cooiiiiiiiiii e, 34
Figure 16 — Test circuit for bit error rate measurement..............coi 36
Figure 17 — Test circuit for serial data transmission delay measurement with a data

LESE = PR PRPEN 37
Figure 18 — Test circuit for serial data transmission delay measurement................coocoieennnee. 37
Figure 19 — Test circuit for maximal throughput and latency measurement............................ 38
Figure 20 — LF disturbances measurement SetUP .......coveiiiiiiiiiiii e 58
Figure A.1 — Calculation model of load capacity for ADPLC .......c.ccooiiiiiiiiiiee e 64
Figure A.2 — Cumulative distributions of E/U ratio of voice channels for positive half ............ 66
Figure A.3 — Probability density of combined sine waves ...........cooooiiiiiiiiii i 67
Figure A.4 — Constellation diagram of 64 QAM ... ... 68
Figure A.5 — Amplitude spectra of unmodulated OFDM sub-carriers............cccceeveiiiiiiininnnnn.. 68
Figure A.6 — Probability of constellation point power in 64 QAM.........ccooiiiiiiiiii, 69
Figure A.7 — Cumulative distribution of comprehensive E/U ratios..............ccocceviiiiiiiinennn. 70
Figure A.8 — Cumulative distribution of equivalent volume for N system channel................... 72
Table 1 — Dependence of voice channel quality vs. DPLC capacity ..........ccoooiiiiiiiiiiiiiiineenn. 26
Table 2 — Basic insulation (Table C.6 of IEC 60255-27:2013).....cccuiiiiiiiiiiiaieieeeieeeeeeeeee 43
Table 3 — Double or reinforced insulation (Table C.10 of IEC 60255-27:2013) .......ccevvvvnennnen. 44
Table 4 — List of Type and Routine Tests (Table 12 of IEC 60255-27:2013) .....cccevvvevvennennnnn. 46
Table 5 — Classification of climatic conditions (Table 1 of IEC 60721-3-1:1997) ...........c........ 47
Table 6 — Climatic tests for storage and transportation..............cooo 48
Table 7 — Classification of mechanical conditions for transportation (Table 5 of

] O 0 e Ty T I TP 49
Table 8 — Classification of climatic conditions from Table 1 of IEC 60721-3-3:2002 .............. 50
Table 9 — Classification of mechanical conditions from Table 6 of IEC 60721-3-3:2002......... 51
Table 10 — ClHMatic TeStS ..o e e e e 51
Table 11 — Sinusoidal vibration test ... 52
Table 12 — Non-repetitive ShOCK teSt ... e 52
Table 13 — Emission — Enclosure port (Table 1 of IEC 61000-6-4:2011)......ccoviiiiiiiiniinenn. 54
Table 14 — Emission — Low voltage AC and DC mains port

(Table 2 Of IEC B1000-6-4:20T 1 ) . euuiiieei ettt ettt et e e e e e e e e e e enaeens 56
Table 15 — Emission — Telecommunications/network port

(Table 3 0f IEC B1000-6-4:20T 1 ) . euuiiieii ettt et et e e e r e e e e an e enaeees 57
Table 16 — Characterization of the electromagnetic phenomena

(Table 1 of IEC B1000-6-5:2015) ... iieiieiii ettt e e e e e e e e eeanaeees 59

Table 17 — Port classifiCation ... ... e 59



-6 - IEC 62488-3:2021 © IEC 2021

Table 18 — PerformancCe Criteria .......ouiiii e e e 60
Table 19 — Immunity test lISt ... oo e 61
Table A.1 — Approximation formula for E/U cumulative distribution of speech........................ 66

Table A.2 — PDF of constellation point power in 64 QAM constellation diagram
Table A.3 — Calculation of PRps(1 %) and load capacity................oooooeiii, 73



IEC 62488-3:2021 © IEC 2021 -7-

1)

2)

3)

4)

5)

6)
7)

8)

9)

INTERNATIONAL ELECTROTECHNICAL COMMISSION

POWER LINE COMMUNICATION SYSTEMS
FOR POWER UTILITY APPLICATIONS -

Part 3: Digital Power Line Carrier (DPLC) Terminals
and hybrid ADPLC Terminals

FOREWORD

The International Electrotechnical Commission (IEC) is a worldwide organization for standardization comprising
all national electrotechnical committees (IEC National Committees). The object of IEC is to promote international
co-operation on all questions concerning standardization in the electrical and electronic fields. To this end and
in addition to other activities, IEC publishes International Standards, Technical Specifications, Technical Reports,
Publicly Available Specifications (PAS) and Guides (hereafter referred to as “IEC Publication(s)”). Their
preparation is entrusted to technical committees; any IEC National Committee interested in the subject dealt with
may participate in this preparatory work. International, governmental and non-governmental organizations liaising
with the IEC also participate in this preparation. IEC collaborates closely with the International Organization for
Standardization (ISO) in accordance with conditions determined by agreement between the two organizations.

The formal decisions or agreements of IEC on technical matters express, as nearly as possible, an international
consensus of opinion on the relevant subjects since each technical committee has representation from all
interested IEC National Committees.

IEC Publications have the form of recommendations for international use and are accepted by IEC National
Committees in that sense. While all reasonable efforts are made to ensure that the technical content of IEC
Publications is accurate, IEC cannot be held responsible for the way in which they are used or for any
misinterpretation by any end user.

In order to promote international uniformity, IEC National Committees undertake to apply IEC Publications
transparently to the maximum extent possible in their national and regional publications. Any divergence between
any IEC Publication and the corresponding national or regional publication shall be clearly indicated in the latter.

IEC itself does not provide any attestation of conformity. Independent certification bodies provide conformity
assessment services and, in some areas, access to IEC marks of conformity. IEC is not responsible for any
services carried out by independent certification bodies.

All users should ensure that they have the latest edition of this publication.

No liability shall attach to IEC or its directors, employees, servants or agents including individual experts and
members of its technical committees and IEC National Committees for any personal injury, property damage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees) and
expenses arising out of the publication, use of, or reliance upon, this IEC Publication or any other IEC Publications.

Attention is drawn to the normative references cited in this publication. Use of the referenced publications is
indispensable for the correct application of this publication.

Attention is drawn to the possibility that some of the elements of this IEC Publication may be the subject of patent
rights. IEC shall not be held responsible for identifying any or all such patent rights.

This International Standard has been prepared by IEC technical committee 57: Power systems
management and associated information exchange.

This first edition of IEC 62488-3 cancels and replaces the relevant parts of IEC TR 60663 and
IEC 60495, which will be withdrawn at a later date.

The text of this standard is based on the following documents:

FDIS Report on voting
57/2355/FDIS 57/2372/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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A list of all the parts in the IEC 62488 series, published under the general title Power line
communication systems for power utility applications can be found on the IEC website

The committee has decided that the contents of this publication will remain unchanged until the
stability date indicated on the IEC website under "http://webstore.iec.ch” in the data related to
the specific document. At this date, the document will be

e reconfirmed,
e withdrawn,
e replaced by a revised edition, or

e amended.

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

Since the first introduction of power line carrier communications in the power systems industry
this form of communication has become widely spread throughout the world. This worldwide
development will be covered by new standards reflecting the current state of the art in digital
PLC communications.

The communication services offered by modern digital power line carrier links and networks
enable a high efficiency of data transmission and therefore a low level of operational costs of
automation equipment especially for long high-voltage power transmission lines.

Analogue and digital PLC terminals may co-exist using principles of frequency division
multiplexing, allowing a successive digitalization of PLC based communications.

Digital PLC terminals may also be combined with traditional analogue PLC transmission paths
as hybrid analog & digital PLC equipment, offering reliable and seamless communication for
control and/or protection operating at extra high-, high- and medium-voltage levels of the
electrical transmission networks and at high-voltage electrical distribution networks.

IEC 62488 consists of four parts dealing with all aspects of power line communication systems
operating over electricity power lines.

IEC 62488 applies to power line carrier terminals and systems (PLC) used to transmit
information over power networks including extra high, high and medium voltage (EHV/HV/MV)
power lines.

Currently this standard series is organised as follows:

e |EC 62488-1, Planning of analogue and digital power line carrier systems operating over
EHV/HV/MYV electricity grids

o |EC 62488-2, Analogue Power Line Carrier terminals or APLC

e |EC 62488-3, Digital Power Line Carrier terminals or DPLC and hybrid ADPLC Terminals

o |EC 62488-4, Broadband Power Line systems or BPL

NOTE IEC 62488-4 has not yet been published.
This document is the third part of IEC 62488 and is composed of the following Clauses:

e Clause 1 — Scope of IEC 62488-3
e Clause 2 — Normative references

e Clause 3 — Terms, definitions and abbreviation contains newly introduce in this document
additionally to IEC 62488-1 and IEC 62488-2

e Clause 4 — Introduces generic architectures of DPLC and hybrid ADPLC terminals.
e Clause 5 — Defines access side interfaces of DPLC and hybrid ADPLC terminals.

e Clause 6 — Describes transmission line side high frequency interface and defines related
parameters

e Clause 7 — Gives several requirements concerning quality and performance of a single or a
couple of interconnected DPLC terminals

e Clause 8 — Defines test setup and describes testing methodology

e Clause 9 — Describes configuration and management requirements for DPLC terminals
e Clause 10 — Describes general requirements regarding cyber security

o Clause 11 — Specifies safety requirements

e Clause 12 — Specifies requirements for storage and transportation, operating conditions,
power supply

e Clause 13 — Specifies EMC requirements
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POWER LINE COMMUNICATION SYSTEMS
FOR POWER UTILITY APPLICATIONS -

Part 3: Digital Power Line Carrier (DPLC) Terminals
and hybrid ADPLC Terminals

1 Scope

This part of IEC 62488 applies to power line carrier terminals and networks used to transmit
information over power networks including extra high, high and medium voltage (EHV/HV/MV)
power lines using both digital and optionally analogue modulation systems in a frequency range
between 16 kHz and 1 MHz (see also IEC 62488-1).

In many countries, power line carrier (PLC) channels represent a significant part of the utility-
owned telecommunication system. A circuit normally routed via a PLC channel can also be
routed via a channel using a different transmission medium such as point to point radio, optical
fibre or open wire circuit.

It is therefore important that the input and output interfaces that are used between terminals in
the communication system are standardised.

The issues requiring consideration of DPLC and/or APLC devices as parts of a
telecommunication network can be found in IEC 62488-1.

Figure 1 shows the correspondence between the elements needed to implement PLC systems
and the related International Standards.
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Power lines

Line trap
IEC 60353

— Coupling capacitor
IEC 60358

Coupling device ;
IEC 60481 / HF line

PLC terminal
IEC 62488-2/3 !

1/0 interfaces IEC

Figure 1 — Schematic representation of the elements needed to implement a PLC system

The scope of this document also includes the description of I/O interfaces and test set-ups that
are necessary to qualify characteristics of DPLC or ADPLC terminal at link level.

2 Normative references

The following documents are referred to in the text in such a way that some or all of their content
constitutes requirements of this document. For dated references, only the edition cited applies.
For undated references, the latest edition of the referenced document (including any
amendments) applies.

IEC 60038, IEC standard voltages

IEC 60050-151:2001, International Electrotechnical Vocabulary (IEV) — Part 151: Electrical and
magnetic devices

IEC 60255-27:2013, Measuring relays and protection equipment — Part 27: Product safety
requirements

IEC 60529:1989, Degrees of protection provided by enclosures (IP Code)

IEC 61000-4-2, Electromagnetic compatibility (EMC) — Part 4-2: Testing and measurement
techniques — Electrostatic discharge immunity test
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IEC 61000-4-3, Electromagnetic compatibility (EMC) — Part 4-3: Testing and measurement
techniques — Radiated, radio-frequency, electromagnetic field immunity test

IEC 61000-4-4, Electromagnetic compatibility (EMC) — Part 4-4: Testing and measurement
techniques — Electrical fast transient/burst immunity test

IEC 61000-4-5, Electromagnetic compatibility (EMC) — Part 4-5: Testing and measurement
techniques — Surge immunity test

IEC 61000-6-2, Electromagnetic compatibility (EMC) — Part 6-2: Generic standards — Immunity
standard for industrial environments

IEC 60721-3-1:1997, Classification of environmental conditions — Part 3-1: Classification of
groups of environmental parameters and their severities — Storage

IEC 60721-3-3:2002, Classification of environmental conditions — Part 3: Classification of
groups of environmental parameters and their severities — Stationary use at weather protected
locations

IEC 60834-1:1999, Teleprotection equipment of power systems — Performance and testing —
Part 1: Command systems

IEC 61000-6-4:2018, Electromagnetic compatibility (EMC) — Part 6-4: Generic standards
Emission standard for industrial environments

IEC 61000-6-5:2015, Electromagnetic compatibility (EMC) — Part 6-5: Generic standards
Immunity for equipment used in power station and substation environment

IEC TS 62351-1:2007, Power systems management and associated information exchange
Data and communications security — Part 1: Communication network and system security
Introduction to security issues

IEC TS 62351-8:2011, Power systems management and associated information exchange
Data and communications security — Part 8: Role-based access control

IEC 62488-1:2012, Power line communication systems for power utility applications — Part 1:
Planning of analogue and digital power line carrier systems operating over EHV/HV/MV
electricity grids

IEC 62488-2:2017, Power line communication systems for power utility applications — Part 2:
Analogue power line carrier terminals or APLC

CISPR 32:2015/AMD1:2019, Electromagnetic compatibility of multimedia equipment — Emission
requirements





